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if (!this.IsPostBack)
{

SecurityImage simg = new SecurityImage (SecurityLevel.Low, 300, 50);
Session["simg_code"] = simg.Code;

simg.Generate();

ilow.ImageUrl = simg.SecurityImageUri;

}
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private string GenerateCode ()

{
Random r = new Random((int)DateTime.Now.Millisecond) ;
int maxNumber = 0;
int numberCodeQuantity = 0, alphabeticCodeQuantity = 0;
string code = String.Empty;

maxNumber = r.Next (6, 7);
numberCodeQuantity = 1;
if (SecurityLevel == SecurityLevel.Low)
numberCodeQuantity = 5;
else
alphabeticCodeQuantity = maxNumber - numberCodeQuantity;
for (int i1 = 1; i <= numberCodeQuantity; ++1i)
{
code += ((char)r.Next (48, 57)).ToString();

for (int 1 = 1; i <= alphabeticCodeQuantity; ++1i)
code += ((char)r.Next (65, 90)).ToString();

return code;
}
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public string Generate()

{
byte[] IV = new byte[8] { 120, 34, 63, 127, 93, 240, 23, 232 };
string cryptoKey = "GalaxyRoad2004@yahoo.com";

_code = GenerateCode();

byte[] codebytes = System.Text.Encoding.ASCII.GetBytes (_code);

TripleDESCryptoServiceProvider tripleDES = new
TripleDESCryptoServiceProvider () ;

MD5CryptoServiceProvider md5 = new MDS5CryptoServiceProvider ();

tripleDES.Key =
md5.ComputeHash (System.Text .Encoding.ASCII.GetBytes (cryptoKey));

tripleDES.IV = 1IV;

byte[] codeBuffer =
tripleDES.CreateEncryptor () .TransformFinalBlock (codebytes, O,
codebytes.Length) ;

string secretCode = Convert.ToBase64String(codeBuffer, 0,
codeBuffer.Length);
secretCode = HttpContext.Current.Server.UrlEncode (secretCode);

string query = secretCode + "&" + Width.ToString() + "&" +
Height.ToString() + "&" + SecurityLevel.ToString();

byte[] queryBytes = System.Text.Encoding.ASCII.GetBytes (query);

Random r = new Random((int)DateTime.Now.Millisecond) ;

_simgUri = r.Next().ToString () + ".ashx?" +

HttpContext.Current.Server.UrlEncode (Convert.ToBase64String (queryBytes,

0, queryBytes.Length));
return _simgUri;

}
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public void ProcessRequest (HttpContext context)
{
string secretString;
string code;
try
{
secretString = context.Request.Url.Query.Substring(l);
code = Decode (secretString);
}
catch (Exception)
{
return;
}
Size size = new Size (300, 50);
Bitmap bmp = new Bitmap (size.Width, size.Height);
Bitmap result = new Bitmap (imageWidth, imageHeight);
Graphics g = Graphics.FromImage (bmp) ;



result.Save (context .Response.OutputStream,
System.Drawing.Imaging.ImageFormat.Jpeq) ;

}
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private string Decode(string secretCode)
{

byte[] queryBytes =
Convert .FromBase64String (HttpContext.Current.Server.UrlDecode (secretCod
e));

string query = System.Text.Encoding.ASCII.GetString(queryBytes, 0,
queryBytes.Length);

string[] parameters = query.Split('&');
imageWidth = int.Parse(parameters([1l]);
imageHeight = int.Parse (parameters[2]);

ParseSecurityLevel (parameters[3]);

byte[] codeBuffer =
Convert.FromBase64String (HttpContext.Current.Server.UrlDecode (parameter
s[0]));

byte[] IV = new byte[8] { 120, 34, 63, 127, 93, 240, 23, 232 };

string cryptoKey = "GalaxyRoad2004@yahoo.com";

TripleDESCryptoServiceProvider tripleDES = new
TripleDESCryptoServiceProvider () ;

MD5CryptoServiceProvider md5 = new MD5CryptoServiceProvider () ;

tripleDES.Key =
md5.ComputeHash (System.Text .Encoding.ASCII.GetBytes (cryptoKey));

tripleDES.IV = IV;

byte[] codebytes =
tripleDES.CreateDecryptor () .TransformFinalBlock (codeBuffer, O,
codeBuffer.Length);

return System.Text.Encoding.ASCII.GetString(codebytes, O,
codebytes.Length) ;
}



a Applying Security Image - Microsoft Internet Explorer ' = |EI|5|

-\_‘) \“,;1 - I@ http:,l',l'lu:u:alhu:ust:zlQg,fﬁ.pplyingﬁej 5 I L2

ﬁ Applying Security Image |- X

J File Edit Miew Favorites Tools Help J :j G
-

rSEELIrit";.-'LEVELLDW 5 8 8 55 5

If-'5E|:uriI:~;fL|3~wE:I.Nu:urmal 5 X W }{ O U
« SecuritvLevel High 5XW 3 OU

A i ’.'.:'. Y

[ SecurityLevel YervHigh 'I-;]BXMQ
Register | |
|D|:une I_ I_ I_ I_ I_ I_ |\ﬂ Local intranet

=

2 ol oyl VS o dub Ay Securitylmage )l oslaiwl ogxi

cawas 3 Pageload o1, 5508

if (!this.IsPostBack)

{
SecurityImage simg = new SecurityImage (SecurityLevel.Low, 300, 50);

Session["simg_code"] = simg.Code;
simg.Generate();
ilLow.ImageUrl = simg.SecurityImageUri;
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protected void Check_Click (object sender, EventArgs e)
{
bool correct = false;
if (Session["simg_code
"].ToString () .ToLower () .Equals (tbCode.Text.ToLower ()))
correct = true;

if (correct) // Success



Do some thing
Else // Failed
Response.Write ("Failed.");
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<httpHandlers>
<add path="*.ashx" verb="*"
type="Farahy.Security.SecurityImageHttpHandler, SecurityImage"/>

</httpHandlers>
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